














































What is network-layer confidentiality ?

Between two network entities:

• sending entity encrypts datagram payload, payload

could be:

– TCP or UDP segment, ICMP message, OSPF message ….

• All data sent from one entity to other would be

hidden:

– web pages, e-mail, P2P file transfers, TCP SYN packets

…

• “blanket coverage”



Virtual Private Networks (VPNs)

motivation:

Institutions often want private networks for security

• To achieve this goal, the institution could actually deploy a stand-
alone physical network—including routers, links, and a DNS
infrastructure—that is completely separate from the public Internet.

• Such a disjoint network, dedicated to a particular institution, is
called a private network.

– costly: separate routers, links, DNS infrastructure.

•VPN: institution’s inter-office traffic is sent over public 
Internet instead 

– encrypted before entering public Internet

– logically separate from other traffic



Virtual Private Network



Virtual Private Network

• When a host in headquarters sends an IP datagram to a salesperson

in a hotel, the gateway router in headquarters converts the IPv4

datagram into an IPsec datagram and then forwards this IPsec

datagram into the Internet.

• This IPsec datagram actually has a traditional IPv4 header, so that

the routers in the public Internet process the datagram as if it were

an ordinary IPv4 datagram—to them, the datagram is a perfectly

ordinary datagram.



Virtual Private Network

• The payload of the IPsec datagram includes an IPsec header,

which is used for IPsec processing; furthermore, the payload

of the IPsec datagram is encrypted.

• When the Ipsec datagram arrives at the salesperson’s laptop,

the OS in the laptop decrypts the payload (and provides other

security services, such as verifying data integrity) and passes

the unencrypted payload to the upper-layer protocol (for

example, to TCP or UDP).



IP Security (IPSec)

• IP Security (IPSec) is a collection of protocols designed by

the Internet Engineering Task Force (IETF) to provide

security for a packet at the network level.

• IPSec helps create authenticated and confidential packets for

the IP layer.



IPsec Protocol

Two Modes

• IPSec operates in one of two different modes: transport mode or

tunnel mode.

Transport Mode - In transport mode, IPSec protects what is

delivered from the transport layer to the network layer.

• In other words, transport mode protects the payload to be

encapsulated in the network layer.

• Transport mode is normally used when we need host-to-host (end-
to-end) protection of data.

• The sending host uses IPSec to authenticate and/or encrypt the 
payload delivered from the transport layer. 

• The receiving host uses IPSec to check the authentication and/or 
decrypt the IP packet and deliver it to the transport layer



IPSec in transport mode



IPSec in Tunnel mode
Tunnel Mode

• In tunnel mode, IPSec protects the entire IP packet.

• It takes an IP packet, including the header, applies IPSec security

methods to the entire packet, and then adds a new IP header.



Transport mode versus tunnel mode



Two IPsec protocols

• Authentication Header (AH) protocol

– provides source authentication & data integrity but not confidentiality

– The Authentication Header (AH) Protocol is designed to authenticate

the source host

– to ensure the integrity of the payload carried in the IP packet.

– The protocol uses a hash function and a symmetric (secret) key to

create a message digest; the digest is inserted in the authentication

header

• Encapsulation Security Protocol (ESP)

– provides source authentication, data integrity, and confidentiality

– more widely used than AH



Authentication header protocol



Encapsulating Security Payload (ESP)

• Encapsulating Security Payload (ESP), that provides source

authentication, integrity, and confidentiality.

• ESP adds a header and trailer.

• Note that ESP’s authentication data are added at the end of the

packet, which makes its calculation easier.

• When an IP datagram carries an ESP header and trailer, the value of

the protocol field in the IP header is 50.



ESP



Security Association

• IPsec datagrams are sent between pairs of network entities, such as
between two hosts, between two routers, or between a host and
router.

• Before sending IPsec datagrams from source entity to destination
entity, the source and destination entities create a network- layer
logical connection.

• This logical connection is called a security association (SA).

• An SA is a simplex logical connection; that is, it is unidirectional
from source to destination.

• If both entities want to send secure datagrams to each other, then
two SAs (that is, two logical connections) need to be established,
one in each direction.



Security associations (SAs) 

• before sending data, “security association (SA)”
established from sending to receiving entity

– SAs are simplex: for only one direction

• ending, receiving entitles maintain state information

about SA

– recall: TCP endpoints also maintain state info

– IP is connectionless; IPsec is connection-oriented!



Example SA from R1 to R2

R1 stores for SA:
• 32-bit SA identifier: Security Parameter Index (SPI)

• origin SA interface (200.168.1.100)

• destination SA interface (193.68.2.23)

• type of encryption used (e.g., DES)

• encryption key

• type of integrity check used (e.g., HMAC with MD5)

• authentication key

193.68.2.23200.168.1.100

172.16.1/24
172.16.2/24

security association 

Internetheadquarters
branch office

R1
R2



Security associations (SAs) 

• Whenever router R1 needs to construct an IPsec datagram for

forwarding over this SA, it accesses this state information to

determine how it should authenticate and encrypt the

datagram.

• Similarly, router R2 will maintain the same state information

for this SA and will use this information to authenticate and

decrypt any IPsec datagram that arrives from the SA.

• An IPsec entity (router or host) often maintains state

information for many SAs.



Security Association Database (SAD)

 endpoint holds SA state in security association database

(SAD), where it can locate them during processing.

 when sending IPsec datagram, R1 accesses SAD to determine

how to process datagram.

 when IPsec datagram arrives to R2, R2 examines SPI in IPsec

datagram, indexes SAD with SPI, and processes datagram

accordingly.



Ipsec Datagram
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Ipsec Datagram

• ESP trailer: Padding for block ciphers

• ESP header: 

– SPI 32-bit SA identifier: Security Parameter Index (SPI)

– Sequence number

• MAC in ESP auth field is created with shared secret key
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Ipsec Datagram

• The ESP trailer consists of three fields: padding; pad length; and next

header.

• Block ciphers require the message to be encrypted to be an integer

multiple of the block length.

• Padding (consisting of meaningless bytes) is used so that when added

to the original datagram (along with the pad length and next header

fields), the resulting “message” is an integer number of blocks.

• The pad-length field indicates to the receiving entity how much

padding was inserted (and thus needs to be removed).

• The next header identifies the type (e.g., UDP) of data contained in

the payload-data field.

• The payload data (typically the original IP datagram) and the ESP

trailer are concatenated and then encrypted



Internet Key Exchange (IKE)

• The Internet Key Exchange (IKE) is a protocol designed to

create Security Associations.

• when a peer needs to send an IP packet, it consults the Security

Policy Database (SPD) to see if there is an SA for that type of

traffic.

• If there is no SA, IKE is called to establish one.


